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Mpoc: 'ONouUG TOUC EVOIAPEPOUEVOUC
Ano: TpnAua Ynnpeoiwv, Epnopiou & Wneionoinong
O&pa: 0dnyoc KuBepvoaoPaAeiag yia TiG HIKPOHECUIEG ENIXEIPNOEIC
Kupie/Kupig,
EniBupoUpe va oac evnuepwooupe 0TI 0 Opyaviopog Tng Eupwnaikng ‘Evwong yia Tnv
Aopaleia AikTUwv kai MAnpogopiwv (ENISA) £xel ekdwaoel Odnyo KuBepvoaopaleiag

Y0 TIC HIKPOUEDTIEG ENIXEIPNOEIC.

O 0dnyoc nepiAauBavel 12 npakTika BAKATA HECW TWV OMNOIWV Ol ENIXEIPNOEIC UNOPOUV
va NPooTaTEWouV Ta diKTua KAl Td CUCTAHATA NANPOMOPIWY TOUC.

KaBwc Ta Teheutaia xpovia napatnpsital paydaia avantuén Twv  Wneliakwv
TEXVOAOYIWV KAl EVOWPATWON TOUC OTIC KABNUEPIVEG AEITOUPYIEC TWV ENIXEIPNTEWY, N
avaykn vyia avaanyn npoAnnTIKwV METPWV Yia a&loAdynon, avTIMETWNION Kal
dlaxeipion Twv KIVOUVWV Nnou d1apkwe ep@avifovTal, Kpiveral eniBeBANUEVN.

Zag anooTeAAeTal NiIo KATw N EAANVIKRA kal AyyAikn €kdoan yia JIKN oag JEAETN.
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New®. MpiBa Aiyevny 38 & AsAnyinpyn 3, 1066, T.O 21455, 1509 Asukwaia, KUnpog
T: +357 22889800 F: +357 22669048 E: chamber@ccci.org.cy W: www.ccci.org.cy



mailto:chamber@ccci.org.cy
http://www.ccci.org.cy/

06nyog KuBepvoacdaAerLag
ywa tvg MME

BHMATA

[TA THN A2 PAAEIA
TH2 EMIXEIPRH2H2
2A2




H kplon tng mavénuiag COVID-19 €8¢ei&e
OO0 onuavtiko elval To Aladiktuo Kat
OL UTTOAOYLOTEG €V

YEVEL yLla Tig¢ MME. Ma va

OULVEXLOOULV ETILTUXWG TNV
ETILYELPNHATLK TOUG SpactnpLlotnta
Kata tn SLApKeLa TNG TTavSnuiag, TTOAAEG
MME xpeLaotnke va AaBouv petpa
ETILYELPNOLAKAC OUVEXELAG,

OTIWG N XProN UTINPECLWV
UTTOAOYLOTLKOU VEPOUG, N BeATiwon Twv
SLASIKTUOKWY UTINPECLWY TOUG,

N avaBaduion Twy SLaSIKTUaKwWY

TOUG TOTIWV Kal N Ttapoxn

SuvatdTNTAG OTO TIPOCWTILKO TOUG

va epyadetal €€ amooTACEWG.

To Ttapdv YUANGSLO cuviotd yua Tig MME
évav o8nyo 12 TPAKTIKWY Bnpdtwv
uPnAoU eMUTESOU yLA TO TIWE PTTOPOUV
KaAUtepa va SltacpaAiioouv ta
OUOTAUATA KAL TLG ETILXELPNHATLIKEG TOUG
S5paotnPLOTNTEG. MPOKELTAL yla Pla
OULVOSEUTLKN Snuoacteuon g
Aemtopepéotepnc €kBeong tou ENISA pe
Titho



https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes

ANAITTY=TE MIA
DINO2.ODPIA KAAH2
KYBEPNOA2 OAAEIA2

MPOBEITE XTHN ANAGOEXH AIAXEIPIZTIKHZ EYOYNHX
H Ka\r) KuBEPVOaOPANELa ATTOTEAEL KOUBLKO OTOLYELD yLa TNV oLVEXLLOUEVN v ’ '/
—

emtuyla kaBe MME. H euBlvn yia tnv kplown autr) Aeltoupyla TIPETEL va
avat(Betal og KATIOLOV EVTOG TNG €TLXELPNONG, O OTTolo¢ Ba TTPETTEL va
SLacpaALlel, yla Toug oKOTIoUG TNG KUBEPVOAOPAAELAG, TOUG KATAANAOUG
TIOPOUG, OTIWG XPOVOC aTTo TO TIPOOWTTLKO, AyOPE AOYLOHLIKOU, UTINPECLWV Kal
UALKOU KUBEPVOQOMAAELAC, KATAPTLON TOU TIPOCWTILKOU KAl QVATTTUEN
QTTOTEAEOHATIKWY TIOALTIKWV.

KEPAIZTE TO ENAIA®EPON TQN EPTAZOMENQN

Q¢ Slolknon, KepSLaTE TO eVSLAPEPOV TV £pYAlOUEVWY HEOW TNG
QITOTEAEOHATLKAC EVNUEPWONG TOU Of BELATA KUBEPVOAOPAAELAG, E
TPWTOROUALEC TTOU UTTOOTNPLLOUV AVOLYTA TNV KUBEPVOAOPAAELT,
KATAAANAEC EKTTALSEVOELC TWV £pYAlOPEVWY, KABWE KAl JE TN
YVWOTOTIo(Nan TPog Toug epyalOPEVOUC OAPWY KAl OUYKEKPLHEVWV
KQVOVWVY TIOU TTEPLYPAPOVTAL HEOW TWV OXETIKWY TIOALTIKWY
KUBEPVOQOPAAELQG.



(G0

AHMOZIEYZTE KANONEZ NA THN
KYBEPNOAZ®AAEIA

Y APELC KAl CUYKEKPLUEVOL KOVOVEC TIPETTEL VA TIEPLYPAPOVTAL
OUVOTTTLKA OTLG TIOALTIKEG KUBEPVOQTPAAELAG YLd TOUG
£pyalOPEVOUG WOTE VA YWWPLLoLV TIWG TIPETIEL VA
OUUTIEPLPEPOVTAL OTAV XPNOLUOTIOLOUV TO TIEPLBAAOY, TOV
€EOTALOUO Kal TG uttnpeoteg TME g emiyelpnong. Auteg ol
TIOALTIKEG Ba TIPETEL ETTloNC VAl UTTOYPARULCOUV TIC CUVETTELEC
TIoU Ba PTIoPOUCE Va QVTIUETWITLOEL Evag epyalopevoc Gy Sev
OUMHOPQWVETAL JE AUTEG. OL TIOALTLKEG TIPETIEL VA
enaveEetalovTal Kat Va ETKALpOTIOLOUVTAL TAKTLKA.

AIENEPTEITE EAETXOYX
KYBEPNOAX®AAEIAX

Taktikol EAeyx oL TIPETTEL Va SlevepyouvTal
povo amod 6ooug SLaBEToVY TNV KATtGANAN
yvwan, TG SeELdtnTeg Kat tnv eptelpla. Ot
EAEYKTEC Ba TIPETTEL Va elval aveEdptnTol,
elte mpoKeLTal yLa eEWTEPIKOUC AvadsOXoug
€lTe yla E0WTEPIKO TIPOOWTILKO TNG MME,
KaBWE Kal aveEdptnToL amo TLG KABNUEPLVEG
TIPAEELG TNG T ElPNONG OTOV TopEa TNG
TIANPOYOPLKAC.

NA OYMOZAXTE
THN TMPOZTAZIA
TQN AEAOMENQN

AuvApeL Tou leviko Kavoviopol tng EE yia tnv
Mpootaoia AeSouévwy', kdBe MME n otola
eneEepyaletal r) amobnkeVEL TIPOOWTTLKA
SeS0opEva TIOU aVKoUV O€ TTIOALTEC TNC EE ) Tou
EOX mtpérmel va Slao@ailel Tnv UTtapén
KATAANAWY EAEYXWV ACQPAAELAC YLa TNV
Tpootacia Twv eV Adyw SeSopEVWY. T€ AUTOUG
TepAapBaveTal kat n StacaAilon tou OTL Tpita
LEpn Tou epyddovTal yla Aoyaplacpd tng MME
€apPOloLV Ta KATAMNAA JETPA AOPAAELAC.

1 Tevikog Kavovlapog yia tny Mpootacta AeSopiéviy
https://ec.europa.eu/info/law/law-topic/data-
protection_el


https://ec.europa.eu/info/law/law-topic/data-protection_el

[TAPEXETE KATAAMHAH

EKTTAIAEY2.H

MapéYETe 0TO CUVOAO TWV EPYALOUEVWY TAKTIKEC
KATAPTLOELC yLa TNV eualoOnToTolnar) Toug WG TTPOC
TNV KUBEPVOATPANELA WOTE VA SLAGQAAETe OTL
HTIopoUV va avayvwpilouy Kat va avTPeETWTT{ouy TG
SLAPOPEC ATTENEG KUBEPVOATPAAELAG. Ot KatapTioeLg
QUTEC TIPETTEL Va TTpoaappdlovtal atic MME kat va
ETIKEVTPWVOVTAL O KATAOTACELG E TIPAYHATIKA
TIEPLOTATIKA.

MapEXETE EEELSIKEVPEVN KATAPTLAN YL TNV
KUBepVoaoaleLa o GO0UG EX0UV AVOAGRBEL TN
Slaxelplor| Tng otny eTiyelpnon wote va StacpaAilete
OTL SLABETOLV TIC SEELOTNTEG KAl TLG LKAVOTNTEG TIOU
QITALTOUVTAL TIPOKELEVOU VA KAVOULV TN SOUAELA TOUG,

AIA> DAAIZETE THN
ATNOTEAEZMATIKH
AIAXEIPIZH TPITQN

Na StaopaAilete v evepyd Slaxelplon OAwv
TWV TIWANTWVY, 15{WE EKEVWV TIOU EYOUV
npdoBaacn os euatobnta Sedopéva kaun
OUOTAPATA, KABWCE Kal TNV eTitevEN Twv
OUPQWVNUEVWY ETILTIESWY A0PAAELAC. Oa
TIPETTEL VA TIPOPRAETIETE CULIBATIKES
OUPQWVLEG yLa Tn puBPLON ToU TPOTIOU HE
TOV OTI0(0 OL TIWANTEG TTANPOULV TLG £V AOYW
QITALTAOELG AOPANELAC.
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ANAITY=TE ENA
> XEAIO
ANTIMETQIM2H2
> YMBANTQN

AvamtUETE €va emionyo oxESLo
QVTLHETWTILONG CUPBAVIWY, TO 0TI0LO
TIEPLEXEL OAPELC 08nylec, pOAoUC Kal
APHOSLOTNTEG PE TNV KATGANAN Tekpnplwon
WoTe va StacpaiteTal T N avTIPETWITLON
KAaBe oupBdvtog ylvetal éykalpa pe
ETIAYYEALATIKO KAl ATIOTEAECHATLKO TPOTIO.
L0 TNV Tayela avTLETWTILON TWY aTENWY
aopAAelag, Slepeuvnote epyaleia Tou Ba
propoucav va TtapakoAouBouy Kat va
TIAPAYOULV TIPOELSOTIOLNTELG OTAV
ekdnAwvovTtal UTIOTITEC 5pacTNPLOTNTEG N
TIOPAPBLATELC ACPAAELAC,

A2 DAAIZTE THN
[TPO2BAXH 2TA
2Y2THMATA

EvBappuvete GAOUC va XpNGOLLOTIOLOUY ULa JUCTLKE @pdon TtpdoBaacng,
€Va 0UVOAO TOUAAYLOTOV TPLWV TUXALWVY KOWWVY AEEEWV TTIOU GUYKPOTOUV
ULa ppacn, n otola apevoc va amopvnUOVEUETAL EUKOAA Kal, AQETEPOU,
va SLac@aALleL TNV ac@AAeLa. EQV ETIAEEETE VAV TUTILKO HUOTLKO KWSLKO:

& Opovtiote va elval peydAog, e PIKPOUE Kal KEQAAQLOUG XAPAKTAPEG,
EVSEXOHEVWG KL E apLlBPOUG KAl ELSIKOUG XAPAKTIPEC.

& ATTOQEUYETE TIPOPAVELG AEEELC, OTIWC «UUOTIKOC KWELKOEC» Kal
QKOAOUBIEC ypappdTwy f aplBpwy, 6TWE «abc» r aptBuouc 6Twe
«123».

& ATo@eUYETE VA XPNOLUOTIOLELTE TIPOCWTILKA GTOLXEL TTOU UTTopoLV va
BpeBolv oto Aladiktuo.

Kal, £lte XpNOLLOTIOLEITE HUOTIKEG (PPATELG | LUOTIKOUG KWELIKOUG

& Mnv xpnotgotolelte mavtou Toug (Slouc.

@ MV TOUG KOLVOTIOLELTE OE CUVASEAPOUG.

& DpovtlleTe WOTE yLa TNV AVayvwWPLaon Xpriotn va
arattouvtal TIOAATTAOL TTapAyoVTEC.

& XPNOLUOTIOLELTE ELSLIKO SLAXELPLOTH HUOTIKWY KWELKWV.



H Slatr)pnon tg ao@AAELag TWY CUOKEUWY TTIOU
Tpooptovtal yLa xprion amoé To TPOoWTTKY, elte
TIPOKELTAL YLA TOUC ETILTPATIECLOUG UTTOAOYLOTEG
TOUG £lTe yLa (popnToUG UTIOAOYLOTEG, TAHUTIAETEG
) €Eutva TNAépwva, amoteAet Baotko Bripa evog
TIPOYPAPHATOG KUBEPVOUTPANELAG,

AIATHPEITE TO AOTIXMIKO ZAZ
EMAIOPOOQMENO KAl
ENHMEPQMENO

M KaAUTEPa amoTeAéopaTa,
XPNOLHOTIOLOTE PLa KEVTPLKT TIAATOOpHa
yLa tn Slaxetplon Twv emSlopBwoswv
(patching). Yuviotdral LSlattepa yia tig
MME:

& VO EVNUEPWVOUY TAKTIKA TO AOYLOULKO TOUG,.
AZ q)A/\ E | Z @ V(O EVEPYOTIOLOUV TLG QUTOHATEG

EVNUEPWOELC, OTIOTE AUTO (VAL EPLKTO.
@ v evToTTOUV AOYLOULKO KAl UALKO TIOU

§ Y § K EY E § amattel xelpokivntn evnuépwan.
& va \apBavouy utodn KWNTEG CUCKEUEG Kal

OUOKEUEG TOU ALASIKTUOU TWV MNpaypdtwy.

ANTI-VIRUS

MLa KEVTPLKA EAeyYOUEVN AUON anti-virus Tipemet
va EQappoleTal o GAOUG TOUG TUTIOUS
OUOKEUWV Kal va Slatnpeltal emkatpomotnpévn
woTe va Slacailetal otabepd n
QATMOTEAECHATIKOTNTA TG, ETtlong, pnv
€yKaBLOTATE TIELPATIKO AOYLOPLKO SLOTL
EVOEXETAL VA TIEPLEXEL KAKOBOUAO AOYLOULKO.

XPHZIMOMOIEITE EPFAAEIA "+
MPOZTAZIAZ HAEKTPONIKOY
TAXYAPOMEIQY KAI AIAAIKTYOY

XpnoLHoTIOwoTe AUCELG YLa VA ATIOKAELOETE Ta
averBupNTa PNvUPAaTa NAEKTPOVIKOU
TayuSpopeiou, Ta NAEKTPOVIKA pnvUpata Tiou
TIEPLEXOUV OUVSETHOUC TIPOG KAOKOBOUAEG
LOTOOEALSEG, TA PNVUPATA NAEKTPOVLKOU
TaXUSPOPELOU TIOU TEPLEXOUV KaKOBOUAQ
ouVNUPEVQ, OTIWG LOUC, KAl TA NAEKTPOVIKA
HNVUHATA NAEKTPOVLKOU «PapEHATOCy.

KPYMNTOMPA®HEH

MpootateVETe Ta SeS0PEVA HEOW
Kputttoypdpnone. Ot MME Tipémet va
Slao@ahifouv TNV KPUTITOYPAPnon TwyY
SeSopEVWV TIOU ATtoBNKeVOVTAL OE KWVNTEG
OUOKEUEG, OTIWG (poPNTOl UTTOAOYLOTE,
€EUTIVA TNAEQWVA KAl TAPTIAETEG. [a ta
S5eS0EVA TIOU PETAPEPOVTAL HECW SNHOCLWY
Slktwy, OTIWG Ta acuppata siktua
fevodoxelwv r aepoSpoplwy, TIpETEL va
Staopahiletal ot ta SeSopéva
KpuTttoypa@ouvtay, elte péow TG xprong
ELKOVLKOU LSLWTLKOU Stktou (VPN) elte péow
TN TPooBaonc oe StadiktuakoUg TOTIOUG
Bdoel aopalwv CUVEETEWV [IE TN XPrion TOU
TIPWTOKOAOU SSL/TLS. Atacpalilete OTL Kat
ot Stkol oag Stadiktuakol ToTot
XPNOLLOTIOLOVUV TNV KATAMNAN TexvoAoyia
KpUTITOYpA®NonG yla TV Tpootacta twy
SedopEvy TWV TTEAATWY 0ag KaBwg autd
LETAPEPOVTAL LECW TOU ALaSLKTUOU. 6



E®APMOXTE ZYZTHMA
AIAXEIPIZHZ TQON KINHTQN
2YZKEYQN

‘Otav apéyouV aTo TIPOCWTILKO TOUG TN SLEUKOAUVON TNG
€€ AMOOTACEWE epyaatac, TOAEC MME eTILTPETIOUY GTOUC
epyalouévouc va XpNOLUOTIOLOUY TOUC SIKOUC TOUC
(pOPNTOUC UTTOAOYLOTEC, TAPTIAETEC /KAl €EuTVa
TNAéPwva. AuTO eyelpet SLAYoPOoUC TTPORANHATIOHOUC WG
TIPOC TNV ACYAAELA EVALTONTWV ETILXELPNUATIKWY
Sedopévwy Tou Bplokovtal amobnKeupéva € AUTEG TLG
OUOKEUEC. Evac TpoTog Slayxelplang autol Tou KivSUvou
elval va ypnotpotoleltal pa Abon Staxelplang Kvntwv
OUOKEUWV (MDM), n oTtola emtpéTel otic MME:

& U eAEYYOUV TIOLEC GUOKEUEC UTTOPOUV VA EXOUV
TpdoPBaon aTa CUCTHPATA KAL OTLG UTINPECLEC TOUG.

& v SLaoPaN{ouV OTL N CUCKEUN EXEL
EYKATEATNUEVO EVNUEPWHEVO AOYLOULKO anti-virus.

& ya 1Tpo0SLlopllouv eV N CUOKEUN elvat
KpUTTTOYpAPNHEVN.

& yq e BeBatwvouy AV N CUCKELT €XEL
EYKATEGTNHEVEC TIC TIAEOV TIPOCPATEG
ETULSLOPOWOELG AOYLOULKOU.

& yQ e BAAOUY TN TTPOCTACLA TNG CUOKEUNG
HEOW TNE XPNAONG KWSLKOU TIPOCWTILKOU
aptBuol avayvwpLlong f/Kat JuUoTikoU
KwSLKOU.

& ya  Slaypdpouv €€ ATTOOTACEWS  TUXOV
Sedopéva g MME amd tn CUOKeEUr, EpOTOV
0 KATOXOC TNG SNAWOEL ATWAELA 1) KAOTIA, N
EPOOOV N aATacyOANon TOU KATOXOU OTnV
ekdatote MME TipokeLtal va AfgeL.

A2 DAAITE
TO AIKTYO
2A

XPHZIMOMOIEITE TEIXH MNMPOXTAXIAX

Ta telyn mpootaotag Stayelptlovtat Tnv KUkKho@opla Twv SeSopEVWY aTnv
€(00860 Kal €050 v SIKTUOU Kal ATIOTEAOUV KPLaLUO EPYAAELO yLla TNV
Tpootacla Twv cuotnudtwy MME. Ta Ttelyn mpootaactag rpémel va
epappdlovral yua tnv poatacta dAwv Twv Kplolwy cuotnudtwy, 16lwg
yla tnv mpootacta twy SIktuwv Twv MME amo to Aladiktuo.

EMANE=ZETAZETE TIX AYZEIX E= ATTOXTAXEQX NMPOXBAXHZ

Ot MME Ba TpETEeL TAKTIKA Va emaveEeTalouy Tuyov epyaiela €€
QMOOTACEWC TIPOORACNE WATE Va Slac@aAilouv OTL elval ao@aAn.
El6ikdtepa, Oa Tpemel:

& vy SLao@aillouv OTL TO GUVOAO TOU AOYLOULKOU yLa TNV €€
AMOOTACEWE TTPOoRacN elval SeOVIWGE ETLELOPBWHEVO Kal
EVNLEPWHEVO.

® v TepLlopldouv TNV €E AMOCTACEWS TIPOCRACN ATd UTIOTITEG
VEWYPAPLKEC TOTIOOEGLEC ) ATt 0PLOPEVES SLEUBUVOELC IP.

& ya Tteplop(douy TNV €€ amooTAcewC TIPOCBaacn TOU TIPOCWTILKOU UOVO O
OUOTAPATA KAl UTTOAOYLOTEG TTOU XPELAZoVTaL yid TNV epyactia Toug.

& ya eMBAEAOUY TN XProN LOXUPWY HUOTIKWY KWELIKWY yLa
TpoOoRaon €€ AmooTACEWS Kal, OTIOU AUTO elVal EQLKTO, va
ETITPETIOLV TNV QVAYVWPLON XPHOTN HECW TIOAWY TIApayovTwy.

& va SLaoPAAL{ouV OTL OL AELTOUPYLEC TTAPaKoAOUBNGNG KAt TIApaywyng
TIPOELSOTIOLTEWY E(VAL EVEQYOTIOLNUEVEG, WOTE VA EVNUEPWVOUV OYETIKA
e uttoteg emiBeong r) acuvriBlotn UTtoTttn SpactnELdTNTA.
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’ enisa

BEATIQ2TE _
TH Oy |KH E=A> DAARTE

ANTIFPADA
- ALOANEIA AT DANEIAS

E%QpggZOU\};S)L\SGE;MW'\Z%S%%KSL)\i\gz/ﬁ%l EL\éQC ETALPLKOS l'a va apeXeTat N SuvatoTtnTa AVAKTNonNG CNUAVTLKWY TTANPOMOPLWY,
(POPIILOS YOS N FNEPLVO, ¥ TIPETTEL VA TnpouvTal avtlypapa ac@aletag, Ta omola amoteAouV

TIaPAdeLyPa, Sev TIPETTEL va aprivovtal xwplc @uAagn oto o ) . o
1Mow KABLOA TOU QUTOKWATOU. KABE popd TToU AVAC QTOTEAEOPATIKN HEBOSO AVAKTNONG ATTO KATAGTPOPEG OTIWG, TLY.,

XPrOTNG ATTOPAKPUVETAL ATtO TOV UTTOAOYLOTH) TOU, TIPETTEL enlBeon e OKOTIO TNV AMOKOULON AUTpwY. 000V agopd ta avttypaga

Va TOV KAELSWVEL ALAQOPETLKG, ppovtilete va aopalelag, TTpEmeL va epappoloval ol akdAOUBOL KAVOVEC:
EVEPYOTIOLE(TE TN AeLToupyla aUTOHATOU KAELOWHATOG OE ® ta avtlypapa elval TakTika Kat tapdyovtat KaBe gopd Ttou auto elvat
OTIOLASHTIOTE CUOKEUN XPNOLLOTIOLE(TE YLa ETALPLKOUC EQLKTO,

OKOTIOUG. Ta eUaloBNTA EKTUTIWHEVA EYYPAPA SEV TIPETEL & 1o avtlypagpa tnpovvTal XWeLoTA Ao TO TEPLBAANOVY TIAPaywWynG TG
va agrivovtat xwplc euAagn kay, étav Sev MME,

Xpnotporolouvtal, Ba TPETEL va artoBnkevovtal e

S & Ta avTlypaga elvat KpUTTTOYPaPnNUEVQ, ELSIKA GV TIPOKELTAL VA
ao@ahr| Tpdro. ypay p ypagnu p

PETaWePBOUY PETAEL TOTIOBECLWY,
& EAEYYETAL N LKAVOTNTA TAKTLKAC AVAKTNONG S€60UEVWY aTTo Ta
avtlypapa ac@aAelac. ISavikd, TTPETEL va Stevepyeltal TakTtikd SoKN
TIANPOUG AVAKTNONG, ATtd TNV evapén PEXPL TNV OAOKANPWAN TNG.
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2YNEPIA2TEITE
ME TO NEDPO2

Evw TIpoo@epouv TIOAG TIAEOVEKTAPATA, 0L AUCELG TTou Baotlovtal ato
UTTOAOYLOTIKO VEQOC TIAPOUOLALOUV KATIOLOUG LELALTEPOUC KIVSUVOUC, TOUG
ottolouc ot MME Ba Ttpérmel va ££eTdlouy TTIPOTOU CUVEPYACTOUV UE
TIAPOXO UTINPECLWVY UTIOAOYLOTIKOU VEPOUG. O ENISA €xel SnuoacteUaeL évav
«O8ny6 aopAAELag UTTOAOYLOTIKOU VEPOUG yLa TI¢ MME» 2, atov otto(o
TIPETIEL VA avatpéxouv ol MME otav Petageépouy SeSopéva Toug aTo

VEPOG,.

Katd tnv emAoyr] Ttapdyou UTINPECLWY UTIOAOYLOTIKOU VEPOUG, oL MME
TIPETTEL va Staa@aiilouv OTL autog Sev TtapaBLadlel Tuyov VOLIOUC N
KQVOVLOPOUC PEOW TNE armobrikeuanc Sedopévwy, 1lwg SeSopévwv
TIPOOWTILKOU XQAPAKTAPQ, EKTOC EE/EOX. Mapadetypatog xépwy, o MKMA tg
EE TtpoRAETIEL OTL Ta SS0pEVA TIPOOWTILKOU XAPAKTHPA ATOHWY TIOU
Slapévouy evtog EE/EOX Sev amoBnkevovtal oUTe Kat SlaBBdalovtal eKtog
EE/EOX Ttapd povo uttd TIOAU ELSLKEG TIPOUTIODETELC.

2 https://www.enisa.europa.eu/publications/cloud-security-guide-for-smes


http://www.enisa.europa.eu/publications/cloud-security-guide-for-smes

A2 DANEI2
AIAAIKTYAKOI  ANTAANNA22 ETE

TOMNOI

Elval e€atpetikd onuavtiko ot MME va Sdtacgailouv ot ot
SLadIKTUAKOL TOUC TOTIOL TIAPAPETPOTIOLOVUVTAL KAt
Slatnpouvtal aopalelc, kaBwg Kat 6Tl OAa ta SeSopEva
TIPOCWTILKOU XQPAKTrPA I OLKOVOLILKA OToLKEla, OTTwE
OToLYEla TILOTWTIKWY KAPTWY, TTPOOTATEUOVTAL SEOVIWG. AUTO
OUVETIAYETAL TN SLEVEPYELA TAKTIKWY SOKLUWY A0QAAELQG TWV
SLASIKTUAKWY TOUG TOTIWV WOTE VA SLATILATWVOVTAL TUXOV
aSLVAPLEC WE TTPOG TNV ACPAAELQ, KOBWC Kal Tn Slevepyela
TAKTIKWY a&LOAOYNCEWV WOTe va Slac@aAileTat otL ot
Sladlktuakol ToTtoL SlatnpouvTal Kal ETILKALPOTIOL0UVTAL
oWoTaA.

/HTATE KA

[AHPODOPIE2

Fva aImOTEAECHATIKO EPYAAELD OTOV QyWwva KATA TOU
KUBEPVOEYKANUATOG €lval n avtalhayr) TTAnNpo@opLwy. H avtaayr
TIANPOYOPLWY GOV APOPA TO KUBEPVOEYKANUA elval tSlaltepa
ONPAVTIKA yla TG MME TIPOKELEVOU QUTEC VA KATAVooUV KaAUTEPa
TOUC KLWEUVOUC LIE TOUC OTTOLOUC BploKovTal QVTIHETWTTEC.
ETtLELprOELG TTOU HaBalvouy armd AAAEC ETTLXELPHOELG OXETIKA HE TG
TIPOKANCELG TNG KUBEPVOAOPAAELQG KAL TOUG TPOTIOUG HE TOUG
omoloug QUTEG QVTLHETWITLOTNKAV £XOUV TIEPLOOOTEPEG TILOAVOTNTEG
va AGBouv LETPa yla TNV ac@aALon TwWV CUOTNPATWY TOUG art’ O,Tt
€Qv pabalvav yla TEToLa TIEPLOTATIKA ATTO AVAPOPEC TOU KAGS0U
TOUG 1) aTT6 €PEVVEC Pe BEA TNV KUBEPVOATPAAELQ.
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NMAHPO®POPIEZ A TON ENISA
O Opyaviouog tng Eupwmalkng Fvwaong yla tnv KuBepvoaopaAela, ENISA, elvat o
0pyaviopog TN Evwaong Ttou amookortel va Stacpaiiost uPnAo Kowo eTimedo
KUBEPVOQoWAAELaG o 0AOKANPN TNV Eupwrn. O Eupwrmaikog Opyaviopog yia T
KuBepvoaodahela, ou 16pUBnke to 2004 kat evioxuBnke amo tnv Mpd&n tne EE yia tnv
A0PANELa OTOV KUBEPVOXWPO, CUUPBAAEL TN XAPa&n TG TIOALTIKAC TNG EE otov Topea
TOU KUBEPVOXWPOU, eVIOYVEL TNV AELOTILOTIA TWV TIPOIOVTWY, UTINPECLWY KAl
Sladikaolwy TTE e ouotrpata motorolnong TG KUBEPVOaoPAAELAG, CuUVEPYALETaL HE
KPATN PEAN KAl popelc Tng EE kat BonBd tnv EupwTn Va TIPOETOLUACTEL YLa TLG
LEANOVTLKEC TIDOKANOELG OTOV KUBEPVOXWPO. MEow TNG avtalayng YWWOEWY, TNG
QVATTTUENG (KaVOTHTWV Kal TnG av&naong Ttng eypriyoponc, o Opyaviopog ouvepyadetal
E TOUC BaotkoUg eviLapepOLEVOUG POPELS YLa TNV EVIOYXUON TNG EUTILOTOOUVNG OTN
OUVSESEUEVN OLKoVO(a, TNV UTTOOTAPLEN TNEG AVOEKTIKOTNTAG TWV UTTOSOUWY TNG
‘Evwong Kay, TEAKE, TN Slatrpnon tng YneLakng ac@aAELaE yLa TNV KoWwvia Kal Toug
TTOALTEC TNG EupWInG. M'a TTEPLOCOTEPEG TIANPOYOPLEC eTTLOKEPOE(TE TN SleLBuvaon
WWw.enisa.europa.eu.

ENISA

Opyaviopog tng Eupwaikng Evwong yia tnv KuBepvoaopaAsia

Fpawpeio ABnvwv Fpawpeio HpakAeiou
EBvikrc Avtlotaoewg 72 Kal NikoAdou MAactrpa 95
Ayauéuvovocg 14 700 13 BaoWikd Boutwv
XaA&vspl, 15231, ATTLKN, HpdkAglo, EANGSa
EMaSa

enisa.europa.eu


http://www.enisa.europa.eu/
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TO SECURING
YOUR
BUSINESS



The COVID-19 crisis showed

how important the Internet and
computers in general are for SMEs.
In order to thrive in business
during the pandemic many SMEs
had to take business continuity
measures, such as adopting to
cloud services, improving their
internet services, upgrading their
websites and enabling staff to
work remotely.

This leaflet provides SMEs with
practical 12 high level steps

on how to better secure their
systems and their business. It is
a companion publication to the
more detailed ENISA report



https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes
https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes
https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes

DEVELOP GOOD
CYBERSECURITY
CULTURE

ASSIGN MANAGEMENT RESPONSIBILITY

Good cybersecurity is a key element in the ongoing success of any SME.
Responsibility for this critical function should be assigned to someone
within the organization who should ensure appropriate resources such
as time from personnel, the purchasing of cybersecurity software,
services and hardware, training for staff, and the development

of effective policies are given to cybersecurity.

GAIN EMPLOYEE BUY-IN

Gain employee buy-in through effective communication on
cybersecurity from management, by management openly supporting
cybersecurity initiatives, appropriate trainings delivered to employees,
and providing employees with clear and specific rules outlined in
cybersecurity policies.




CONDUCT CYBERSECURITY
AUDITS

Regular audits should be carried out by
those with the appropriate knowledge,
skills and experience. Auditors should be
independent, be it an outside contractor
or internal to the SME and independent
of daily IT operations.

REMEMBER DATA
PROTECTION

Under the EU General Data Protection
Regulation' any SMEs that process or
store personal data belonging to EU/EEA

residents need to ensure that appropriate
PUBLISH CYBERSECURITY POLICIES security controls are in place to protect that
Clear and specific rules should be outlined in cybersecurity data. This includes ensuring that any third
policies for employees on how they are expected to behave parties working on behalf of the SME have
when using the company’s ICT environment, equipment appropriate security measures in place.

and services. These policies should also highlight the
consequences an employee could face should they not

adhere to the policies. The policies need to be regularly 1 General Data Protection Regulation https://
reviewed and updated. ec.europa.eu/info/law/law-topic/data-protection_en




PROVIDE
APPROPRIATE
TRAINING

Provide regular cybersecurity awareness trainings for all
employees to ensure they can recognize and deal with the
various cybersecurity threats. These trainings should be
tailored for SME's and focus on real-life situations.

Provide specialized cybersecurity training for those
responsible for managing cybersecurity within the
business to ensure they will have the skills and
competencies required to do their job.

ENSURE
EFFECTIVE
THIRD PARTY
MANAGEMENT

Ensure that all vendors, particularly those with
access to sensitive data and/or systems, are
actively managed and meet agreed levels of
security. Contractual agreements should be

in place to regulate how vendors meet those
security requirements.
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Develop a formal incident response plan,
which contains clear guidelines, roles and
responsibilities documented to ensure
that all security incidents are responded
to in a timely, professional and appropriate
manner. To respond quickly to security
threats, investigate tools that could monitor
and create alerts when suspicious activity
or security breaches are occurring.

SECURE
ACCESS TO
SYSTEMS

Encourage everyone to use a passphrase, a collection of at least
three random common words combined into a phrase that
provide a very good combination of memorability and security.
If you opt for a typical password:

o~ Make it long, with lower and upper case characters, possibly
also numbers and special characters.

o~ Avoid obvious, such as “password”’, sequences of letters
or numbers like “abc”, numbers like “123".

o~ Avoid using personal info that can be found online.

And whether you use passphrases or passwords

o~ Do not reuse them elsewhere.

o~ Do not share them with colleagues.
o~ Enable Multi-Factor Authentication.
&~ Use a dedicated password manager.



SECURE
DEVICES

Lp))

Keeping the devices staff use, be
their desktop PCs, laptops, tablets,
or smartphones, secure is a key step
in a cybersecurity program.

KEEP SOFTWARE PATCHED
AND UP TO DATE

Ideally using a centralized platform

to manage patching. It is highly

recommended for SMEs to:

e Regularly update all of their software.

e~ Turn on automatic updates
whenever possible.

e Identify software and hardware that
requires manual updates.

e Take into account mobile and loT devices.

ANTI-VIRUS

A centrally managed anti-virus solution
should be implemented on all types of
devices and kept up-to-date in order to
ensure its continuous effectiveness. Also,
do not install pirated software as it may
contain malware.

EMPLOY EMAIL AND WEB
PROTECTION TOOLS

Employ solutions to block spam emails,
email-containing links to malicious
websites, emails containing malicious
attachments such as viruses, and
phishing emails.

ENCRYPTION

Protect data by encrypting it. SMEs
should ensure the data stored on
mobile devices such as laptops,
smartphones, and tables are
encrypted. For data transferred
over public networks, such as hotel
or airport WiFi networks, ensure
that data is encrypted, either by
employing a Virtual Private Network
(VPN) or accessing websites over
secure connections using SSL/TLS
protocol. Ensure their own websites
are employing suitable encryption
technology to protect client data as
it travels over the Internet.



IMPLEMENT MOBILE DEVICE
MANAGEMENT

When facilitating staff to work remotely many SMEs
allow staff to use their own laptops, tablet and/

or smartphones. This introduces several security
concerns about sensitive business data stored

on those devices. One way to manage this risk is
to employ a Mobile Device Management (MDM)
solution, allowing SMEs to:

e Control what devices are allowed to access its
systems and services.

o~ Ensure the device has up to date anti-virus

software installed.

Determine if the device is encrypted.

Confirm if the device has up to date software

patches installed.

e~ Enforce the device is protected by a PIN
and/or a password.

& Remotely wipe any SME data from the
device should the device owner report
it lost or stolen, or if the device owner’s
employment was to end with the SME.

te

SECURE
YOUR
NETWORK

EMPLOY FIREWALLS

Firewalls manage the traffic that enters and leaves a network
and are a critical tool in protecting SMEs systems. Firewalls
should be deployed to protect all critical systems, in particular
a firewall should be employed to protect the SME's network
from the Internet.

REVIEW REMOTE ACCESS SOLUTIONS

SMEs should regularly review any remote access tools to ensure

they are secure, particularly:

e~ Ensure all remote access software is patched and up date.

®- Restrict remote access from suspicious geographical
locations or certain IP addresses.

@ Restrict staff remote access only to the systems and
computers they need for their work.

e~ Enforce strong passwords for remote access and where
possible enable multi-factor authentication.

e~ Ensure monitoring and alerting is enabled to warn
of suspected attacks or unusual suspicious activity.




IMPROVE
PHYSICAL
SECURITY

Appropriate physical controls should be employed
wherever important information resides. A company
laptop or a smartphone, for instance, should not be
left unattended in the back seat of a car. Anytime a
user walks away from their computer they should
lock it. Otherwise, enable auto-lock function on any
device used for business purposes. Sensitive printed
documents should also not be left unattended and
when not in use, securely stored away.

SECURE
BACKUPS

To enable the recovery of key formation, backups
should be maintained as they are an effective way to
recover from disasters such as a ransomware attack.
The following backup rules should apply:
e~ Dackup is regular and automated whenever possible,
e backup is held separately from the SME's
production environment,
e backups are encrypted, especially if they are going
to be moved between locations,
e the ability to regularly restore data from the backups
is tested. Ideally, a regular test of a full restore from
start to finish should be done.

e
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ENGAGE WITH
THE CLOUD

While offering many advantages, cloud based solutions do
present some unique risks, which SMEs should consider before
engaging with a cloud provider. ENISA have published a “Cloud
Security Guide for SMEs" which SMEs should refer to when
migrating to the cloud.

When selecting a cloud provider, SME should ensure it does
not breach any laws or regulations by storing data, especially
personal data, outside of the EU/EEA. For example, the EU GDPR
requires that personal data of residents within the EU/EEA is not
stored or transmitted outside of the EU/EEA unless under very
specific conditions.

2 https://www.enisa.europa.eu/publications/cloud-security-guide-for-smes



SECURE
ONLINE
SITES

It is essential that SMEs ensure that their online websites
are configured and maintained in a secure manner
and that any personal data or financial details, such

as credit card data, is appropriately protected. This
will entail running regular security tests against the
websites to identify any potential security weaknesses
and conducting regular reviews to ensure the site is
maintained and updated properly.

SEEK AND
SHARE
INFORMATION

An effective tool in the fight against cybercrime is the
sharing of information. The sharing of information in
relation to cybercrime is key to SMEs to better understand
the risks they face. Firms that hear about cybersecurity
challenges, and how those challenges were overcome,
from their peers will more likely take steps to secure their
systems than if they were to hear similar details from
industry reports or from cybersecurity surveys.
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ABOUT ENISA

The European Union Agency for Cybersecurity, ENISA, is the Union's agency
dedicated to achieving a high common level of cybersecurity across Europe.
Established in 2004 and strengthened by the EU Cybersecurity Act, the European
Union Agency for Cybersecurity contributes to EU cyber policy, enhances the
trustworthiness of ICT products, services and processes with cybersecurity
certification schemes, cooperates with Member States and EU bodies, and helps
Europe prepare for the cyber challenges of tomorrow. Through knowledge sharing,
capacity building and awareness raising, the Agency works together with its key
stakeholders to strengthen trust in the connected economy, to boost resilience
of the Union’s infrastructure, and, ultimately, to keep Europe’s society and citizens
digitally secure. For more information, visit www.enisa.europa.eu.

ENISA
European Union Agency for Cybersecurity

Athens Office Heraklion Office
Ethnikis Antistaseos 72 & 95 Nikolaou Plastira
Agamemnonos 14, 700 13 Vassilika Vouton,

Chalandri 15231, Attiki, Greece Heraklion, Greece

enisa.europa.eu




	Εγκύκλιος ENISA
	ENISA Cybersecurity guide for SMEs - GR
	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	ΑΣΦΑΛΙΣΤΕ ΤΗΝ ΠΡΟΣΒΑΣΗ ΣΤΑ ΣΥΣΤΗΜΑΤΑ
	Slide Number 7
	ΑΣΦΑΛΙΣΤΕ ΤΟ ΔΙΚΤΥΟ ΣΑΣ
	ΒΕΛΤΙΩΣΤΕ ΤΗ ΦΥΣΙΚΗ ΑΣΦΑΛΕΙΑ
	ΣΥΝΕΡΓΑΣΤΕΙΤΕ ΜΕ ΤΟ ΝΕΦΟΣ
Ενώ προσφέρουν πολλά πλεονεκτήματα, οι λύσεις που βασίζονται στο υπολογιστικό νέφος παρουσιάζουν κάποιους ιδιαίτερους κινδύνους, τους οποίους οι ΜΜΕ θα πρέπει να εξετάζουν προτού συνεργαστούν με πάροχο υπηρεσιών υπολογιστικού νέφους. Ο ENISA έχει δημοσιεύσει έναν «Οδηγό ασφάλειας υπολογιστικού νέφους για τις ΜΜΕ» 2, στον οποίο πρέπει να ανατρέχουν οι ΜΜΕ όταν μεταφέρουν δεδομένα τους στο νέφος.��Κατά την επιλογή παρόχου υπηρεσιών υπολογιστικού νέφους, οι ΜΜΕ πρέπει να διασφαλίζουν ότι αυτός δεν παραβιάζει τυχόν νόμους ή κανονισμούς μέσω της αποθήκευσης δεδομένων, ιδίως δεδομένων προσωπικού χαρακτήρα, εκτός ΕΕ/ΕΟΧ. Παραδείγματος χάριν, ο ΓΚΠΔ της EE προβλέπει ότι τα δεδομένα προσωπικού χαρακτήρα ατόμων που διαμένουν εντός ΕΕ/ΕΟΧ δεν αποθηκεύονται ούτε και διαβιβάζονται εκτός ΕΕ/ΕΟΧ παρά μόνο υπό πολύ ειδικές προϋποθέσεις.�
	Slide Number 11
	Slide Number 12

	ENISA Cybersecurity guide for SMEs - EN

